3.9 — Bidirectional audio
redirection (RDP)

Audio redirection must be enabled in the RDP server first.

For microphone redirection, Chrome 53, Edge 12, Firefox 36, Safari 11 and secure context (HTTPS)
are required.

playSound=0 to bring remote sound to local.
audioRecord=on to enable microphone redirection.

Settings for microphone in RDSH:
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General + Configure client settings
User Groups +
Session + You can specify devices and resources on the client device that can be accessed when a
i user connects to a session-based desktop.
Security +
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Load Balancing Enable redirection for the following:
Audio and video playback
User Profile Disks  + Audio recarding
Smart cards
Plug and play devices
Dirives
Clipboard

Printers
Allow client printer redirection
Use the client default printing device
Use the Remote Desktop Easy Print print driver first

Manitors
Maximum number of redirected monitors: 16
OK | | Cancel Apply
VMDE9026  RD Session Host  N/A True

Group policy:
The path to the group policy is the following:
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Computer Configuration / Administrative Templates / Windows Components / Remote
Desktop Services / Remote Desktop Sesssion Host / Device and Resource Redirection

Push To Install

=/ Local Group Policy Editor *
File Action View Help
Aade ARA1EGINESR " Nl ¢
5 || Location and Sensors  Device and Resource Redirection
| Maintenance Scheduler X
| Maps Do not allow video capture Setting State Comment
= MDM redirection 4] Do not allow video capture redirection Mot configured Mo
| Messaging Edit policy settin =| Allow aud!n and wéen pla?rhac.k redirection Mot (nnf!gured Mo
| Microsoft account =| Allow audio recording redirection Mot cenfigured Mo
| Microsoft Secondary Authentication Factor Requirements: Limit audio playback quality Mot configured Mo
> ] Microsoft User Experience Virtualization ﬁ Ie;;t W;r‘;dvows. SET‘;;;N 6. =) Do not allow Clipboard redirection Mot configured Mo
| NetMeeting indows erston =| Do not allow COM port redirection Mot configured Mo
| OneDrive Description: Do not allow drive redirection Mot configured Mo
| Online Assistance This policy setting lets you control Do not allow LPT port redirection Not configured No
J_ OOBE Ehe.red\rtac:;qun va'feu captutra i =| Do not allow supported Plug and Play device redirection Mot configured Mo
f Eortablzetope?;‘-":@ System R:::DZ Ses;;:r;enr::;rzzils;lln 2 Do not allow smart card device redirection Mot configured Mo
J_ resentation ngs i=| Allow time zone redirection Mot configured Mo
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By default, Remote Desktop Services
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v Remote Desktop Services allows redirection of video capture
| RD Licensing devices.
> || Remote Desktop Connection Client " ble this molicy sett
- ou enable this policy setting, users
o= I?emote Pes!ctop Sessmn. )-.i.ost ca{mot redirect thzir\:i-ieo capgtrure
J_ Application Compatibility devices to the remote computer,
| Connections
| Device and Resource Redirection If you disable or do not configure this
1 Licensing p.olwcy setting, users can redirect their
| Printer Redirection video capture devices to the remote
- computer. Users can use the More
| Profiles optien on the Local Resources tab of
| RD Cennection Broker Remote Desktop Connection to
5 || Remote Session Environment choose the video capture devices to
1 Security redirect to the remote computer,
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| RS5Feeds
| Search
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Please also make sure you “Allow apps to access your microphone” if you are connecting to

Windows 10 or 20109:
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Settings

£ Home Microphone

Find a setting s | Allow access to the microphone on this device

f you allow access, people using this device will be able to choose
if their apps have microphone access by using the settings on this
page. Denying access blocks Windows features, Microsoft Store
apps, and most desktop apps from accessing the microphoane,

Privacy

Windows permissions Microphone access for this device is on

& General Change
A0 Speech
Allow apps to access your microphone
(B Inking & typing personalizaticn f you allow access, you can choose which apps can access your
microphone by using the settings on this page. Denying access
&7 Diagnostics & feedback blocks apps from accessing your microphone.
Bt Activity history @D o
Some desktop apps may still be able to access your microphone
App permissions when settings on this page are off. Find cut why
& Location If an app is using your microphone, you'll see this icon: L
[E Camera

: Choose which Microsoft Store apps can access
MRS your microphone

Some apps need to access your microphone to work as intended.

Vioice activation
8 Turning off an app here might limit what it can do.
1

Motifications

Sort by: Name ~

GPO Path:
Computer Configuration\Policies\Administrative Templates\Windows Components\App Privacy

GPO:
Let Windows apps access the microphone
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